HP's VAV testing focuses mostly on security and uses as its foundation the same recommendations for Android apps,
which are described at https://developer.android.com/topic/security/#security-essentials-checklist. Please make sure
these guidelines have been followed before submitting your app for VAV testing.
In addition, please complete the following HP checklist before submitting your app for VAV. The HP checklist is
updated as HP's recommendations change. Since tests are added continuously, completing the HP checklist does not
guarantee passing VAV.

 Use HTTPS for all network communication
 Use strong Crypto (See https://blog.devknox.io/best-practices-aes-encryption-in-android)
 Don’t store Credentials in the App (See https://developers.hp.com/jetadvantage-link-device/managing-clientcredentials)
 Use singleTask/singleInstance/taskAffinity/allowTaskReparenting very carefully (See
https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-ren-chuangang.pdf)
 Use FLAG_SECURE on all sensitive Activities
 Set android:allowBackup to false
 Set android:debuggable to false
 Don’t log any sensitive data and keep the log information to the minimum at the INFO level
 For the exported CP always verify the URI root. Better avoid returning fd
 Avoid exporting PerferenceActivity. If required, implement isValidFragment

See the following pages for an example VAV report.

Category

Description

Clear text communication

It was observed that the application uses clear text
communication in the following files:
XXXX

ECB Mode in Encryption Algorithm

Exposure of Sensitive Data

Insecure Permissions

Weak Hash Algorithm

It was observed that the app uses ECB mode in Cryptographic
encryption algorithm. ECB mode is known to be weak as it
results in the same ciphertext for identical blocks of plaintext.
File : XXXX
It was observed that sensitive information like RSA Private Key
and Certificate was exposed in the following file:
XXXX
It was observed that the following insecure permissions were
enabled:
1) android.permission.MANAGE_ACCOUNTS
2) android.permission.AUTHENTICATE_ACCOUNTS
3) android.permission.USE_CREDENTIALS

It was observed that the application uses MD5 hash algorithm
in the following files:
XXXX

Severity Recommendation

High

It is recommended to force TLSwhen transmitting sensitive information.
Users should be prevented from accessing the page using http (port 80) using
re-direction or by disabling access via port 80. On supporting TLS, support TLS
1.1 or TLS1.2. Both NIST 800-52 and PCI DSSv3.1 strongly recommend
upgrade to the latest version of TLSavailable, TLS1.2. Or, at a minimum an
upgrade to TLS1.1.

High

It is recommended to use CBCor GCM mode of encryption.

High

It is recommended not to expose or hardcode any sensitive information in the
code.

High

It is recommended to disable all the insecure permissions.
These permissions were removed in Api Level 23
Reference
1)
https:/ / developer.android.com/ reference/ android/ accounts/ AccountManage
r.html
2)
https:/ / developer.android.com/ sdk/ api_diff/ 23/ changes/ android.Manifest.p
ermission.html

High

It is recommended to implement strong hash algorithms like SHA256.

High

The following solution are recommended
1) Use Firebase crashlytics from Google
(https:/ / firebase.google.com/ docs/ crashlytics/ )
2) Do not use common username and password by all the printers to access
the ACRA server.
3) Restrict access to the files on ACRA node server.
4) Disable Basic authentication for the web server and do not use hardcoded
credentials.

MD5 is a weak hash known to have hash collisions.
It was observed that ACRA Node server is configured for crash
reporting. If common username and password is used by all the
printers to access the ACRA server, each printer can gain
unauthorized access to the sensitive information in the crash
reports of all the printers in the field.
ACRA Node Server detected

Also, only WRITE permission should be given on the ACRA
server, so that only the crash reports are logged and cannot be
read by unauthorized users.
The server uses Basic authentication, which weakly encodes
credentials using the Base64 algorithm, before transmitting
them over the network. If access to traffic is gained, the traffic
can be decoded and data stolen.
It was observed the application transmits sensitive information
over an unencrypted channel in the following files:
XXXX

Clear Text Communication

High

It is recommended to force TLSwhen transmitting sensitive information.

Sensitive information passing to application from end users
could be obtained by malicious users monitoring the network
traffic.
Exposure of Sensitive Data

Insecure Implementation of SSL

Sensitive Information Hardcoded

Weak Hash Algorithm

It was observed that sensitive information like Client ID and
Client Secret was exposed in the following file:
XXXX
It was observed that hostname verification is disabled when
making SSL connections. Trusting all the certificates or
accepting self signed certificates is a critical Security Hole. This
application is vulnerable to MITM attacks.

It was observed that sensitive information like API_KEY was
hardcoded in the following file:
XXXX
It was observed that the application is signed with
SHA1withRSA. SHA1 hash algorithm is known to have collision
issues.

High

It is recommended not to expose or hardcode any sensitive information in the
code.

High

It is recommended not to use the setDefaultHostnameVerifier() function. The
correct host name should be verified when making a SSL connection.

It is recommended not to hardcode any sensitive tokens and keys.
High
It is recommended to sign the app with SHA256 hash algorithm.
High

Screen Capture via 3rd party Apps

Application Data can be Backed up

Elf built without protection

Missing Intent Protection

Insecure Random Number Generator

Missing Intent Protection

Debug Enabled

Insecure Launch Mode

Raw SQL Query Executed

Logging Enabled

It was observed that the app does not protect sensitive screens
from being displayed in screencasts initiated by 3rd party apps.
Files:
XXXX

Launch Mode of Activity is not standard

It is recommended to set the flag [android:allowBackup] to false.

It was observed that [android:allowBackup] flag is missing.
By default it is set to true and allows anyone to backup your
application data via adb. It allows users who have enabled USB
debugging to copy application data off of the device.
It was observed that there exists an elf built without Stack
Protection. Stack canaries can greatly increase the difficulty of
exploiting a stack buffer overflow because it forces the
attacker to gain control of the instruction pointer by some nontraditional means such as corrupting other important variables
on the stack. Built with option -fstack-protector.
Files :
XXXX
It was observed that an intent-filter exists but no protection
was detected for the following broadcast Receiver:
XXXX
A Broadcast Receiver is found to be shared with other apps on
the device therefore leaving it accessible to any other
application on the device. The presence of intent-filter indicates
that the Broadcast Receiver is explicitly exported.
It was observed that the app uses an insecure Random Number
Generator in the following file:
XXXX
It was observed that an intent-filter exists but no protection
was detected for the following Activity:
XXXX
The Activity is found to be shared with other apps on the device
therefore leaving it accessible to any other application on the
device. The presence of intent-filter indicates that the services
are explicitly exported.
It was observed that debugging was enabled on the app:
[android:debuggable=true]
This makes it easier for reverse engineers to hook a debugger
to it. This allows dumping a stack trace and accessing
debugging helper classes.
It was observed that the launch mode of the following
activities is not standard:
XXXX
An Activity should not be having the launch mode attribute set
to "singleTask/ singleInstance" as it becomes root Activity and it
is possible for other applications to read the contents of the
calling Intent.
It was observed that the app uses SQLite Database and execute
raw SQL queries. Untrusted user input in raw SQL queries can
cause SQL Injection. Also sensitive information should be
encrypted and written to the database.
File:
XXXX
It was observed that the application logs sensitive information.
File :
XXXX

Lack of Verification of Up-to-date Android SecIt was observed that there was lack of verification of up-todate android security provider to protect against SSL exploits.
SafetyNet API not used

Medium

It was observed that the app does not use SafetyNet API. It
profiles the device the app is attempting to run on, compares it
to known device profiles, and identifies whether the profiled
device may be rooted/ modified or potentially compromised.

Medium

It is recommended to implement proper Stack Protection while compiling elf
files.
Medium

It is recommended to protect the Broadcast Receiver to prevent it from being
accessed by any other applications on the device. Use only explicit intents
Medium

Medium

It is recommended to implement a cryptographic pseudo random number
generators which can generate an output that is more difficult to predict
It is recommended to protect the Activity to prevent it from being accessed by
any other applications on the device. Use implicit intents and non-exported
content providers.

Medium

It is recommended to disable debugging.
[android:debuggable=false]
Medium

It is recommended to protect these activities and services to prevent them
from being accessed by any other applications on the device. Use only explicit
intents
Medium

It is recommended to use parameterized queries and implement proper input
validation.
Medium

It is recommended that the application should never log sensitive data.
Low

Low

It is recommended to verify and patch the security provider.
https:/ / developer.android.com/ training/ articles/ security-gms-provider.html
It is recommended to used SafetyNet API to improve security.
https:/ / developer.android.com/ training/ safetynet/ index.html

Low

It was observed that the launch mode of the following
activities was not standard:
XXXX
An Activity should not be having the launch mode attribute set
to "singleTask/ singleInstance" as it becomes root Activity and it
is possible for other applications to read the contents of the
calling Intent.

It is recommended that to protect your apps from being recorded by other
apps, FLAG_SECURE should be used on any views containing sensitive data.
Additionally, using of virtual keyboards should be avoided.

It is recommended to use the "standard" launch mode attribute when
sensitive information is included in an Intent.
Low

